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February 16. 2016 
Via U, ECF, 

Marlene JI. Dortch, Secretary 
Federal Comimmications Commission 
445 12'11 Street . W. 
Washington, D.C. 20554 

RE: ESCO Technologies, LLC 
Form 499 Filer ID: 828834 
Annual Customer Proprietary Network Information Compliance Certification; 
EB Docket No. 06-36 

Dear Ms. Dortch. 

Enclosed for filing is the Annual Customer Proprietary Network Information (''CPNT") 
Compliance Certification; EB Docket No. 06-36, filed on behalf of rSC'O Technologies. 

Please <lo not hesitate lo contact me at 407-260- 10 11 or marku1 csi longwoml.com if you have any 
questions or concerns. 

Thank you for your assistance in processing this filing. 

1/AW~ 
Mark G. Lammert, CPA 
Tax Preparer for ESCO Technologies, LLC 

Cc: FSCO Technologies, LLC 
File: ESCO Technologies, LLC - PUC - FCC 



TATEMENT OF POLICY IN TREATMENT OF 
CU TOM ER PROPRIETARY NETWORK l NFORMATJON 

I. Tt is ESCO Technologies, LLC (hereafter referred to as "ESCO") policy not to use CPNl 
ror any aclivity other lhan permitted by law. Any disclosure of CPNT to other parties 
(such as affiliates, vendors, and agents) occurs only if it is necessary to conduct a 
legitimale business activity related Lo the se1vices al ready provided by Lhe company lo Lhc 
customer. Tf the Company is not required by law to disclose the CPN I or if the intended 
use does not fall within one or the carve outs, the Company will first obtain the 
customer's consent prior to using CPNl. 

2. ESCO follows industry-standard practices to prevent unauthorized access to CPNI by a 
person other that the subscriber or ESCO. However, ESCO cannot guarantee that these 
practices wi ll prevent every unauthorized attempt to access. use, or disclose personally 
identifiable information. Therefore: 

A. If an unauthorized disc losure were to occur, ESCO shall provide notilication of 
the breach within seven (7) days to the United States Secret Service ("USSS") and 
the Federal Bureau off nvcstigation ("FBT"). 

B. ESCO shall wait an additional seven (7) days from its government notice prior to 
notifying the affected customers or the breach. 

C. Notwithstanding the provisions in subparagraph B above, ESCO shall not wait the 
additional seven (7) days to notify its customers if ESCO detennines there is an 
immediate risk of irreparable harm to che customers. 

D. ESCO shall maintain records of discovered breaches for a period of al least two 
(2) years. 

3. All employees will be tra ined as to when they are, and are not, authorized to use CPNl 
upon employment with the Company and annually thereafter. 

A. Specifically, ESCO shall prohibit its personnel from releasing CPNT based upon a 
customer-initiated telephone ca ll except under the following three (3) 
circumstances: 

I. Wben the customer has pre-established a password. 

2. When the information requested by the customer is to be sent Lo the 
customer's address of record, or 

3. When ESCO calls the customer's telephone number of record and 
discusses the information with the party initially identified by customer 
when service was initiated. 



B. I SCO muy use C'PN I for the followtng purposes: 

• Io rniti.ite. render. m.1intain. repair. bill .111d colkct for sen ices: 
• In prntcet tis prope1 t~ rit•lus. or to protect its subscnhers or other l.trncrs 

Imm frJudulcnt. ahusnc . or the unl<mlul use or: rn 'ittbscnption tu. such 
sc.:1vicc-.. 

• In prcn idc inbound tdrmurkcting. n:ferral or administrnli\ r sen ices 10 
the cu:-;1omcr Jurin~ .1 customer 111iti.llcd call and \\ ith the custome1 's 
info11111.'d l'<H1SCllt 

• l'n m.1rkct additional sen ices to customers that arc within the same 
c.llegones of sen 1cc to" hich the customer ulrcady Mthscnbrs; 

• Io market services fo1 mc1 I) kn(lwn as .u.Jjunct-lo-basic sci\ ices; anti 

• Io market adtlitional scn ices to custnmc1-s \\ ith the receipt of inlormcJ 
cnnsrnt 'i,1 the LL<.,C of opt 111 or opt-out. as applicable..:. 

4. Prior 10 .tl lt>\\llW <1Lcco.;.., tn Customc1s' indi\l<luall) 1dcntili.1blc ( l''\I to I SCO s ftlint 
\cnttm.:rs 0 1 1ndepcndcnl contractor .... l·SCO \\ill req uire, in order to sulcguard that 
11tfornHll1on. their ent1~ into both confidentiality agreements that ensure compliance \\ilh 
this S1ah:n11.:nt ,ind sh,111 obtain opt-in consent from a customer prior to disclosing the 
information. In addition. l SCO n.:qu1rcs ~111 outsitlc Dealers and Agents lo ackmw.ktlgc 
·111d ccnil\' that the) llW) onl) uo.;c ( P'\I for the pwpose fur which that inlC.m11atit1n h.1 ... 
bcc.:n 1m1\ 1Jcd 

5. I SCO 1L"lj11 in:-. c:\ pres'> \Hi lien authori1mio11 from the customer prior w d ispcnsing CP 
Lll llC\\ lamcrs. c\ccpt .is nthcr\\ isc required b) lav. 

(1. I "i( 0 d11l's not market "hnrc or othcrnisc.: sell ('f>'\.I 111f'nm1,1tinn tn .tn} thirtl part) 

7. I SCO m,1i111ai11s a record of its 0 \\11 and its aniliatcs' sales and marl-.eting c;.1mpuigns that 
use I ~t <> ..,· customers' CPNI. I he recnrd "ill include a description nr cach campaign. 
the speul!L CP'\I that \\tis used in the campaign. and \\hat products and servicl·s were 
ufkre<l '' part ol the campaign. 

,\ , P11or c.:ommcm:cmcn1 or c1 sales m marketing c.11np.1ign that utili1cs C. PNI. I ~CO 
..:sl.thliShl'S the ... tatus ora customer's CPN I approval. rhc rollcming sets forth the 
procedure follnwc<l by I .SCO. 

• Prior LO any soltcit.11ion for customer apprO\al. I sen \\ill nolll) 
lllslnmcrs of their nght to rcstnct the use or. disclosure of. ~mJ a<.:Lcss Lo 
Lhc.:ir ('P'\I. 

• I ·~('() \\Ill use opt-in ,1ppnn al for any instance in "hid1 l·SCO must 
ohlnin cuswmcr .1ppro' ul prior to using. disclosing. <'r permitting accl'ss to 
< PNI. 

• \ customer"s apprcn .ii or di~apprm ul rem.tins in dket until the cw.tomcr 
n.:\ of...:s nr limils such .1pprm al or di .... appn)\ al. 



• Rl'COrds or approvab ,\re maintained tor at le.1st OllC }Car. 

• I ~( 0 pro\ ides 111dl\ 1dual notice to customers "111:11 sol ic1 ting apprO\ .11 to 
use. Ji ... dos1.:. or pcm11t acccss to CPL\ I 

• I he <.:<mtcnt ol'I SCO's <.!''\JI notices wmpl) \\ith I(.( rule 64.2008 (c) 

S. I \C () lias implemcntc<l a S) stem tu l)bta1n appnl\ .ii unJ informed consent fl()m its 
1,;uslo1111.:1s pri11r lo th1.: use of CP'\JI for 111arl-.l•t111g purposes I his -.\stems allows for the 
status ol .1 Lllstnmcr's CP\11 approval to be clc.1rl) established prior lo the use of CPI'< I. 

<>. I \('() has u s.ipcn 1sory re\ ie\\ process reg,1rdi ng comp I i.rncc \\ i th l h..: ( PN I rules for 
outbound lllilll..l·t111g situations und \\1ll 11u11nta111 compliance records for al least one year. 
"pi.:cilii.:alh. I sco s' '>ales personnel \\ill obtain <:'<press approval or any proposed 
<111tbound nwr"cting rcqucsl for customer upprm al or the use or CPNI b) The General 
C'<'llllscl u I I .S( 0. 

10. I SC<> 1111tilics customers immc<liatd) ol illl) uc.:count changes. including addn!ss nf 
rcLord. authc1111cation. online account and 1x1ss\\ord rdatcd du111gcs 

11. I \CO m.t\ 111.:·gntiutc altcrnuti\·c •tuthcnticalion pmccdun.:s for sen ices that ESCO 
prm id~:s 111 h 1s111c'is customers that hn\c .1 d!!dieate<l .1ccount rcprcscntatiH~ anJ a 
cont1.1c1 that -.pccilicull~ addresses I SC 0 s· pro1cc11on of CP\ll 

12. I \( () I p1~p.m:d to prm ide \Hillen notice \\1th in lh c business tht) s lo the rec uf .my 
111st.111ci. "hc1c the opt-in mechanisms do not \\Ol i... proper!} to such ,1 degree th.ll 
<:onsumcr's i11ahil1 t~ to opt-in IS more than •111 <momul) 



,\ \ \l \I. '7 C.F.R. S: 6..t .2009 (c) C Pl\ I ERTIF JCATION FOR 20 16 
Ell Docl ct 06-36 

D.11c I tlctl: .l.1num~ 28. 2016 
'\a1nc.: 1ll Comp.in) I "CO ·1 cchnlngtcs. l l C 
I Mm 499 l'ile1 II) . 8:!881..t 
Name ul <i1gn.1l!H) . .lcrr) Cinnc 
l'itk ol ~1gmt1or) : P1 cs1dcnl 

I .. k·1r~ C1rm..: ~er ti I') that I am an oniccr ol thr cumpan) named abo\C.\ aml .icting as ;rn agc.:nt 
ol' the compnn~. thul I hm c pcrsnnul l..nowlcdgc th.it the company h,1s established operating 
proc.:L·<lurcs that .ire adeq ua1t.: to ensure compll.mcc \\ith the Commission's CPN I rules. Sec ·l7 
C.J'.R &64 .~001 e1 wq 

\ttachcd to thi ' cc1 ti ticat ion i, an accomp:tl\\ tng statement c\plnining hn" the cnmpnn) 's 
pn>ccdun.:s cnsun: lh.n thc compnn) is in compliance'' ith thc requirements set fo r1h in sccuon 
(l-12001 et 't''/ ol Lill' Com1111ss1on's rules 

I he compan) has 1101 t.ikc.:n an) actions (proecc<ling' instituted or petitions lilcd h) a compan~ iJI 

either state <.:umm1ss1ons. the court S) stem, ur ul the Commission against data bro~crc;) against 
dal\l bwkcrs in thL' P"'' yL'a1. I he steps the compuny has taken to protec t CPNI include updating 
its ('P'I pr::ic.:t1ccs .111d pm<.:cdurcs and conduct111g llC\\ training designed to ensure compliance 
\\ith tlh. f'C'Cs modified C'Pt\I rules. 

:tJ not 1 eccl\ cd .111) c.:us1omc1 L'omplJirlls in the past ) car C.:Clnccrning the 
·asc ol C 1'1\11 

/ 


